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SBES: BExchange Prep & Recovery
Introcluction

Ernzdl s Uoiquitous

Mission Critical

Cost to lusing cornrnuniceation witn clienis & supoliers
0335 of Incorme- Opportunity - Credipility

Mourniting expernses— Production - Wages
Not 1=, out WHEN It will napper
)

Proplermn solved - we nave a pacrup
Or s 1i7
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Wy Do Bacrups 7
[risurarice

Feel good

necifically aimed at Systern and/or Deata Recovery

- S
Arcnival Purposes
Perrmarent Arcriive— Forensic Arcrijve
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SBS! BEXCnange Prep & re

=Vernt:
Sysierrn Feallure
Corruption

Unwyeiritecd Crizar)
Upgrade - Paicn- Accidental darmnage
Virus [ Malware
Malicious / Criminel
rlacking Internal / Externzl
Legal / Opligatory cornpliance
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SBS! BEXCnange Prep & re
SelC

Mailoo

Incividual 2'Viail(s)
Irnpzct / Breadin

Systerr dowr)

All or sorme Individuals
|
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Mzl Flow disrupied — delay
Mzl Flow continues - New rneil only
Alternative access to eMail (POP, Weomail)
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SBS. :ALchrch‘ Prep ¢ Hecovery

Irmpact / Duraton

\CEUD window
Falrly eaisily addresses
Recovery window Is critical
Allow for the Log file replay
Irnpzct on Mission Critical Business F
rlow long pefore inings are norrrzl rlJE r

What's napoperning to tne e'Mall in ine ]rJ terim?

Bacrup M- Not always oresent

Retry Intervals- Retry cuUkoff
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Bacrlo types:
Disk / Partition lmages
Sysiern packups ( SBS Backup )
T

Offline vackup (1N

Brici Level backuos (Exmerge 3rd party)

Full packups
Incrernental packuops
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Tyoe of BUsINess

° T pucgyet
° Tools
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SB9. £ACnange Prep ¢ recovery
Planning

r l-)r Q Y e el
Planning a Bacrup SLA:
Look at
Business needs, sensitivities, resources,

Understand wnat and wny we are packing it up.

stand whnet rieeds to be In place wnile we recoer,
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Umrle rstanc the tirne windows we nave to Work witr,

Production Hestore- Declslorn Tree

If etfter ousiness /dMlall nours, norrneal restore

If clurine ousiness nours- Dial Tone -+ RSG Otner

®
(@)

| Inforrmation Technology Pty. Lic,



U )

)
D

U )

. Excnhange Prep & Recovery
Je nning

1

Location of Application, Datanases & Loy Files

(WJcL(JU:‘ ¢OmOOH nis
Application — Engine

Datapase Flles Pu cEDrJvE BI/ISTM
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SBS: Exchange Prep & Recovery
Toolxt

\/\/r 1z2t's inine Toolpox?
MNative to SB
SBS Backup wizard
Natlve to Windows
NT Backup
Volurne Snhacdow Copy Services
Natlve to Excriarnge
°  Mailnox [ e'Mall retention period
recovery storage group
= Merge
ESELI]
ISinit
Srel Party
@ Variety of packup apolications
@ Brick Level bacrups
Imaging Apolications
Cached M
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Toolkit

Naitlve 10 SB35 2009 Assume all currentSPy
SBS Backup Wizard

‘Mail and Mailpox Retention period

5
Turns OFF circular Jogg]ng

ccriangeaweare Online Bac

Mezilpos Recovery Cerire
Bulk re-connection of Mailooxes
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SBS: Excnange Prep & Recovery
Toolkit

Neiilve to Windows
NT Backug
Volume Snacdow Copy Services

Offline pacrup
Puplic & Private edp/strmn files and transzaction loys
© Exchange D a_"EELDase:
Corntains the ¢
ernall— rroogjmment& corntacts, - 'tasks
server JrJ rules for Outloor preferenc
° Acilve Directory:
rlolds user accounts security groups-distribution grouos
and contacts
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Don't forget your POP accouriis,
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SBS: Excnange Prep & Recovery
Toolxit

Mallpoyx & ' \lall
retention oeriod

Setto realistic value
for the environment
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Toolkit
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Creaie In sarme paruuom as Exchnangdatastore
Create Witf sarmne nearmes

Mourit rnznually
Festore will restore to this Group by Default
Do not leave mounted in SBS environrmerit

° Prgduct]on Festores
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SBS: Excnange Prep & Recovery
Toolxt

Neiilve to Excriange

(—

cxMerge— (The Wonder Tool )

Extensive filtering capapilities

N

One step or two siep resiore via . pst e

(

for:
rensics
Fepalring Individual mailnox
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Merge data to target store

Scriptaple:
Individual mailbox backup
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SBS: Excnange Prep & Recovery
Toolkt

EX]\/JSTQE— (The Wonder Tool )
Ler UFrJ/ 1L gigabyie of mailoox data per nour

LOsSSsY - Metadata not recovered
Offline folder file (Lost) encryption keys
All folder permissions, wrnicn include delegate perrrissions

{

Personal forms
C

0
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ustorn folder views
Puplic Folders
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Lirnitecd — Does Not work on Public Eolders
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=perslve—(loss of single Instarnce stora
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Exarmines tne siruciure of tne da
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weling
S5C Elflflfg
repelring
cdefragrnenting
\Worrles o)
Norks on low level of the datapase
- Ll LicllclicloT
Carn ne lossy
(\‘ r r e
reates New*Clear! Datapase

N

©) | ‘i
9 ClInformation Technology Pty. Lid



(o |—) gy

SBS: Exchange Prep & Recovery
Toolxit

Work on offline —copy- of C

Datapase

Preserve tne origineal /p
C

new catapase in sarme parttion

Swap folders

2

/
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SBS: Excnange Prep & Recovery
Toolxt

J
Interrelated 'teSES OT me database, arncl car flx
| ]

Fepalr information Store -fix
FLUn on copy of the datapase
].

T

—

Fun afier ESEUL repair
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SBS: Excnange Prep & Recovery
Toolki

Srd Party
Veariety of pacrup apolications
Brick Level packuos—incremerntal - Differerntizl
Irmaging Applications

So what Is nappening to tne rmail wnile we're down 7
Cached M7

ittp:/fwww.ownwebnow.com/redundant -shs.asp

@

© =

Prirnzry M2 Mallgzite verr ETRN & rezltime copy to
secondary Webmall / POP server, 1GB buffer,
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Forklift

Copy Dire

Frorn Bac
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Consiceraole Tirme Involved
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Messaging Dial Tone- The Swing for

(restore service now, restore datza later)
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Set user expectations

L —

Functionality that will be availaple to tnerr
rlow soor full functionality will be restored
Multiple interruptions
Create Dialione Datzpase
[

et ihe EXC erny inforration store datapas
ntire database and all the log files

lose rmesszagyes,, rorrm, views, and otner

tner rneallooy rmatlata

®
(@)

| Inforrmation Technology Pty. Lic,



DT Ty e ) 0 .
SB9. £ACnange Prep ¢ recovery
Dialtone
Fesiore ine Hecovery Daiapase
Configure ine recovery siorage ¢roug
& recovery storage group datapase

" r r e Y ia — PN y ~\
Discorinect potr datapases & swWelo Irefr
(If In sane pariition you car swap the folder narnes

Users now nave all tnelr rmetacdsata pack

clatapase pac

tzL frorrn the Dialton
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Merge ine dat

re rrnaster
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SBS: Exchange Prep & Recovery

Dialtone

- Wine [ reset Ehe EXC
Inforrnatiorn sic [z

-Users lose messages,, forms, views,
ard oiner rmeailoos rmetacdata

Be aware tnat ost files will be affecied

> Mount ine pacrup or
repalired datapase inine
recovery siorage groug



SBS: Excnange Prep & Recovery

Dialtone

CrUO or

> Mournt tne pac
EbES@JHEﬂe

repalred da
recover/ storage group
> Disconnect and swelp

h '? (‘D
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clarteln ageg
(If In sane partition you car
swap the folder names )
Users now nave all
tnelr rnetaclata pack
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Merge Dialione data to r
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Fesioring Deila
Fun rultiole coples of ExMerge sirmultaneously

llter the folders exiracted 0/ <M~U9 S0 tnet tne
[ 0 f

tne Deleted lterns folder can rernzin the last step of the
restoration process
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SBO! nange Prep ¢ rHecovery

Ju<5 SEls e/HrlrrJrJon/J\/e od(s)

Custome BUIn/SLA, Understanding & Repeatanility
|

rlave all elernents in place

Monitoririg

2ep an 2ye on Databases, Space,

O

Srown, Environrecnel \ges
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Irmplermenters Know ine tools intimately
Fegular testing of Backup:
50% fall
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Resources

http://www.microsoft.com/technet/prodtechnol/exchan ge/2003/library/disrecopgde.mspx
http://www.microsoft.com/technet/prodtechnol/exchan ge/2003/library/ue2k3rsg.mspx
http://www.microsoft.com/downloads/details.aspx?fam Ilyid=98E45481-1458-4809-97D6-

50D8BAEEBD8A1&displaylang=en

http://support.microsoft.com/?kbid=282496a

http://www.microsoft.com/technet/prodtechnol/exchan ge/guides/E2k3HighAvGuide/c1804c14-c099-
4207-b6b9-de5bda972b76.mspx?mfr=true

http://www.microsoft.com/downloads/details.aspx?Fam ilylID=429163ec-dcdf-47dc-96da-
1c12d67327d5&DisplayLang=en

http://support.microsoft.com/kb/192185/

http://www.google.com.au/search?ie=UTF-8&0e=UTF-8&s  ourceid=deskbar&g=exmerge



D
)

-

—

P,
D
)



3

= (

| 5

~ 07
N

—_—

ey —

=

(A

nange Prep & Recovery

() & A

© clInformation Technology Pty. Lid,






